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3 DOD ANNUAL REVIEW OF PHYSICAL
SECURITY EQUIPMENT (PSE) PROGRAMS

1 1 May 1991

Building 3925 Fort Belvoir, Virginia

3 The meeting announcement and agenda are provided at Attachment A. A list of attendees is
provided at Attachment B.

iI. OPENING REMARKS
The Chairman, CoL David Evans, opened the meeting and thanked the Army for hosting

the meeting. He introduced the Department of Energy (DOE) representatives and explained that
they had been invited to the meeting to share information, and to identify common aras of interest
concerning physical security programs in an attempt to eliminate duplication of effort between DOD
and DOE.

The Chairman commented that this meeting marked the end of a year of Physical Security
Equipment Action Group (PSEAG) activities, and also served as the beginning of another annual
cycle of PSEAG activities. During the past year the emphasis of the PSEAG was on prioritization
of programs, funding, and coordination of Service activities. He was pleased with the
accomplishments of the past year, especially the work of the two subgroups: the Joint
Requirements Working Group (JRWG) and the Security Equipment Integration Working Group
(SEIWG). The Chairman commended the Services for their participation and collective
accomplishments, and reminded the attendees that the PSEAG had been established during the
Vietnam era to obtain adequate physical security equipment (PSE) for units in combat. He statedi that since the PSEAG was established, the required type and amount of PSE has been available
when and where required. This was evident during Operation Desert Shield/Storm when all
requests for PSE were answered in a timely fashion. Col. Evans emphasized that the group's
current efforts will ensure tha: future commanders will have sufficient PSE.

I Col. Evans stated that there did not appear to be a need to convene a meeting of the
Physical Security Equipment Steering Group (PSESG) this June. The PSESG had offered to
support the PSEAG and the Services on any issues that needed to be resolved at the steering group
level, but all Services reported they had no issues to present to the Steering Group.

Lastly, Col. Evans stated that he had no indication that there would be changes to the
planning figures, but if there were changes, he would provide them to the Services as they becameavailable.

iII. ARMY PSE PROGRAMS
The Army PSEAG representative, Mr. Jack Millett, HQ AMC, introduced LTC Petcu, PM-

PSE, who briefed the Army 6.3/6.4 PSE programs. LTC Petc, briefly reviewed the PSE focus
last year, and presented the Army's PSE "road map". He stattd that the Integrated Commercial
Intrusion Detection System I (ICIDS-I) was being fielded to meet the Army's materiel need
requirements, although other Services' needs were taken into account in structuring the ICIDS
contract. The draft Intrusion Detection System (IDS) Joint Service Operational Requirement
(JSOR) is currently being staffed. Several smaller programs, such as the Small Console
Equipment Group (SCEG) and the Fixed Installation Exterior Perimeter Sensor System (FIEPSS),
have been incorporated into ICIDS-I program. The Corimercial Security Interface Device (CSID)
was incorporated into the Security Console Equipmeait Group- J-SIIDS (SCEG-J) program, and a



decision will be made later this year to detennine if the J-SIIDS upgrade can be accomplished with
materiel change proposals, in lieu of maintaining a separa - 6.4 resc.-ch, deveiopment, test and
evaluation (RDT&E) program. A J-SIIDS personal computer annunciator (JPCA) is forecast to
replace the current J-SIIDS monitor cabinet which currently has no display. This new
configuration of J-SIIDS will not have an entry control interface capability.

LTC Petcu reported that the ICIDS-I solicitation closes on 29 May 91. Source selection
will begin in June 1991, and a contract award is planned for August 1991. The ICIDS-I contract
will be for one year with four option years. If the other Services' needs are not met by the ICIDS-
L then ICIDS-Il fielding will be accelerated in an attempt to fully meet the approved JSOR. LTC
Petcu also reported that there was a possibility of losing FY91 production dollars for the ICIDS-I.
If this happens, the ICIDS-I award will be delayed until FY92 (a minimum of two months slip
depending upon the timing of Congressional approval of the FY92 budget).

The Advanced Sensors 1, 11, and 11I programs will attempt to upgrade/improve the sensor
suites associated with the IC:DS programs. These upgrades/improvements will be accomplished
through materiel changes to ICIDS.

The Mobile Detection Assessment and Response System - Interior (MDARS - I) is a three-
phased Non-Developmental Item (NDI) integration program. The initial Phase I capability will be
fielded in 1994. The MDARS - Exterior (MDARS-EXT) is a two-phased program, and will
transition from the Defense Nuclear Agency (DNA) to the Army in FY92. The MDARS-EXT will
integrate a sensor suite with an exterior mobile platform that is being developed by the Joint
Program Office for Unmanned Ground Vehicles. Ultimately, the interior and exterior MDARS
systems will be integrated into the ICIDS console. This is scheduled to occur by the year 2000.

Col. Evans suggested the Global Positioning System as an effective navigation aid for the
MDARS-EXT. He said that the Applied Research Laboratory at the University of Texas was
making substantial improvements on other Army positioning systems. LTC Petcu stated that he
would have his project leader, Mr. Jerry Edwards, contact LCDR Neil Ramsey, the DNA project
point of contact, to investigate the applicability of this system to the MDARS. LTC Petcu also said
that the majority of integration work will be completed at the Picatinny Integration Facility (PIF) at
Picatinny Arsenal, New Jersey. Currently, the MDARS-l is undergoing technical feasibility tests,
and the results will be available in June 1991.

LTC Petcu reported that the only currently active project under the Barrier Applications
System (BAS) program was the sticky foam dispensing system. Other BAS projects, such as the
Maintenance and Assembly Storage System (MASS) barriers, have been cancelled due to changes
in Army operational requirements. Future projects for the BAS and the Lighting Application
Systems (LAS) will be presented to the JRWG, as appropriate.

In response to MG Rigby's initiative to consolidate Army PSE research, development, and
acquisition (RDA) functions, LTC Petcu said that he expects to assume the RDA functions for the
J-SIIDS and Security and Force Protection Enhancement Resources (SAFER) programs in June
1991. LTC Petcu said that the SAFER was a Department of the Army (DA)-directed program, and
that 11 systems had already been fielded. The Army combat developer, the U.S. Army Militar
Police School (USAMPS) has no requirement, however, for the program. Col. Evans reminded
the attendees that the Army's Tactical Force Protection program (SAFER) and the Air Force's
Dispersal Sensors are separate, but related programs, and that the two Services must coordinate
with each other to ensure that there is not a duplication of development efforts.

LTC Petcu presented his funding slides for RDT&E, procurement, and installation. He
pointed out that the RDT&E funding matched the DOD funding guidance. He also stated that there
was $200K of FY91 RDT&E dollars that he could not spend as originally intended. The Chairman
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3 said he would work with the Army on its execution. Mr. Doug Cavileer asked what the impact of

base closures was having on the IC!DS program and 2he procurement funding. LTC Petcu
confirmed that Ft. McClellan, which is on the lisi of proposed base closures, is still scheduled asI the first installation to receive the ICIDS. Correspondence has been initiated to get a final decision
on whether or not to proceed with the planned installation. Col. Evans asked what impact this
might have on the Security Operatioral Test Site (SOTS) at Ft. McClellan. LTC Petcu responded
that the plan to install ICIDS equipment at the SOTS his not changed LTC Petcu reported that the
Army's obligation rate for the first two funding increments was 86%. The charts used by LTC
Petcu are provided at Attachment C.

Mr. Jack Milett, AMCDE-CI, presented the status of the Army's implementation of the 17
management options listed in Appendix C of the DOD Physical Security (PS) Master Plan. Twelve
of the items have been completely implemented, and five items have been overcome by events.
Col. Evans stated that the Army had satisfac~orily addressed all of their items; thus, there was no
need to report their status in the future. The charts used by Mr. Millett in his presentation are also
provided at Attachment C.

3 III. NAVY PSE PROGRAMS
Mr. Targosz, CNO (OP-09N), presented a briefing on the Navy PSE programs. He

reported that the current Waterside Security System (WSS) initiative resulted from Congressional
and DOD interest in the mid 80s in security at critical naval waterside facilities. The program will
provide a security system capable of detecting, classifying, and assessing (above the surface)
intruder penetration through water-boundaries, and communicating necessary information to a user
friendly command, control and communications display. An evaluation of NDI components was
completed at SUBASE Bangor, Washington in July 1986 to establish a baseline for RDT&E. It
was determined that additional RDT&E was required in the areas of swimmer detection and the
command and control console. Development of an integrated WSS was initiated, and initial testing
of the fully integrated prototype WSS was completed in March 1991. An operational evaluation of
the system is scheduled for FY92. The system is scheduled to be operational at Bangor in early
FY94. A second system will be installed at Kings Bay, GA in 4QFY94. Unforeseen technical
difficulties and the need to add a formal operational evaluation have caused the WSS to slip, and
have placed additional funding demands on the program. Funds have been transferred from the
planned Waterside Advanced Security Program (WASP) to support the WSS. Mr. Targosz also
reported that the critical path item for the operational/production WSS is the procurement of the
sonar component. A decision on the sonar procurement will be made by an Acquisition Review
Board in 1QFY92. Mr. Cavileer asked who the Navy decision authority would be for the sonar.
Mr. Targosz responded that it would be Naval Sea Systems Command (NAVSEA) (SEA-06).
Mr. Targosz added that DNA is working on an advanced swimmer detection sonar that would
provide greater capabilities than the modified obstacle avoidance sonar dhat will be installed atSUBASE Bangor.

I' The WASP is a preplanned product improvement (p3I) program to the WSS. The WASP
is planned to be a transportable system, and will provide significant improvements over the WSS.
Mr. Targosz stated that a Tentative Operational Requirement (TOR) was approved in July 1990,
and a Development Options Paper is being prepared by the NAVSEA. He emphasized that any
additional program delay in the WSS would cause a similar delay in the start of the WASP. Most
of the Navy sponsored DNA projects will be part of the WASP when they transfer to the Navy.
These include the Advanced Sonar and the Light Weight Water Barrier projects. The WASP is
projected to start in FY92. A point paper on the WASP is included at Attachment D.

The Secure Structures Ashore (SSA) program is aimed at enhancing the hardening of
structural components of facilities against various attacks. The program is considered a Non
ACAT program since there is no follow-on procurement. The deliverables are drawings,
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standards, and specifications. The SSA Program will terminate at the end of FY92. Col. Evans
emphasized that the DOD physical security community has to continue working on specification
development to assure that DOD structures will meet furre technical threats. Mr. Cavileer said that
the new DOD 5200.8R, Chapter 2, Military Construction, includes requirements on protective
design, a, d the Services will be required to ensure that all new construction meets these
requirements. Mr. Millett said that the Army was coordinating with the Navy on facilities
hardening issues, and other related work to avoid duplication of effort.

The Shipboard Physical Security (SPS) program addresses the PSE used to protect ship
facilities against unauthorized intrusion. Several of the products from the completed Shipboard
Nuclear Weapons Security (SNWS) RDT&E program (i.e., the magazine security system and the
protective voice portable communications system) have been incorporated into the SPS program.
A revised Operational Requirement (OR) for the SPS is currently being drafted. The lack of an
approved OR and shrinking resources has resulted in waning support for follow-on funding for
procurement and installation by the platform sponsors. The difficulty in developing a requirements
document that is acceptable to all resource sponsors may necessitate the development of three
separate requirements documents, one each for aircraft carriers, surface ships, and submarines.
Col. Evans added that any interface requirements between SPS and the WSS, Air Force Base and
Installation Security System (BISS), or the iCIDS also need to be addressed.

Mr. Targosz reported that the Navy is continuing to monitor the progress of academia, the
private sector, and other federal agencies in the area of Portable Explosives Detector (PED)
equipment. This strategy is the result of a JRWG decision in mid-1989 that PED technology had
not matured sufficiently to meet the JSOR. A SEIWG representative is a member of the
Contraband Detection Subcommittee of the Interagency Advisory Committee for Security
Equipment. The SEIWG will keep the PSEAG informed of technological progress. No DOD PSE
RDT&E funds are currently being expended on PED work. Col. Corso stated that the Air Force is
interested in receiving a briefing from the Navy on the existing state-of-the-art of PEDs. Col.
Evans requested that the Navy sponsor a briefing by the Naval Explosive Ordnance Disposal
(EOD) Technical Center to the JRWG to inform the members of the capabilities of current state-of-
the-art PEDs.

Mr. Targosz stated that Version 2.0 of the DOD PSE Prioritization Program is now
available, and is more user friendly than earlier versions of the software. The prioritization
algorithm provides a method for rank ordering DOD RDT&E PSE programs. Additional upgrades
to the software are being made, and Version 2.1 will be available in Fall 1991. No further changes
are planned beyond Version 2.1. Mr. Targosz showed a chart depicting a rank ordering of the
Navy's PSE programs using the prioritization algorithm. Col. Evans emphasized that the members
of the JRWG must continue to exercise judgement when comparing the Services' prioritized lists.

Mr. Targosz provided a schedule through FY96 for the transition of DNA 6.2 projects to
Navy 6.3/6.4 programs. All of the Navy sponsored DNA projects will transition into the
WSS/WASP programs, except the Millimeter Wave project, which will transition into the SPS
program. He also reported that the Navy had a 78.2% obligation rate for the first and second
funding increments received from DOD. Col. Evans interjected that the third and final increment of
FY91 RDT&E funding was released by DOD on 22 April 1991.

Mr. Targosz also presented charts illustrating the Navy PSE procurement, installation, and
operations and maintenance funding projected through FY97 for the Nuclear Weapons (Ashore),
Nuclear Weapons (Afloat), Electronic Security Systems (ESS), MILCON IDS, and major
claimants programs. He said that in the Nuclear Weapons (Ashore) program the Navy used an
Army contract to procure the armored personnel carriers, and an Air Force contract to procure the
loader for the armored logistic transport vehicle. He pointed out, however, that a requirement
existed for $49.5M of procurement funding for equipment/vehicles used at certain storage sites,

4



I

but only $25.8M was available. Mr. Cavileer suggested that the Nuclear Weapons (Ashore)
program be an issue item to present to the PSESG, since there is no force reduction planned for
these bases, yet the procurement budget has been reduced by nearly 50%. Col. Taylor, AF/SPX,
suggested that it be worked a: a Program Budget Decision (PBD) issue. Col. Evans requested that
Mr. Targosz identify the specific budget line for the procurement funding of the Nuclear Weapons
(Ashore) security so that OSD could work with the Navy on this issue. (Nuclear Weapons
(Ashore) funding is included in Physical Security Eqtipment, Other Procurement, Navy, Element
0305134N, Budget Activity - 7; Program Line Item 081280. Mr. Targosz next briefed the
procurement funding for the security of Nuclear Weapons (Afloat). He pointed out that the
installation costs for the security equipment is handled separately under the fleet modenization
program. This some-,'_,es leads to "disconnects" between procurement and installation of the
equipment. Mr. Targosz also b,'iefed the ESS procurement program and pointed out that some of
the funding cuts were a result of deiay5 in the WSS RDT&E program. He said that the average
cost per site for procurement and installatio,. ,f the WSS was approximately $6.2M. Mr. Cavileer
asked if there was any support for WSS beyond the ctbmarine community. Mr. Targosz
responded that CNO (OP-03), Assistant Chief of Naval (Upcations (Surface Warfare) hadexpressed interest in WSS during Desert Storm.

As a final item, Mr. Targosz briefed the status of all of the Navy's manageme'nt options
from the DOD PS Master Plan, Appendix C. He said that all of the Navy's management up!ions
have been implemented. The one option that had previously been open dealt with the Navy's
adoption of a standard DOD definition for the level of protection of assets (i.e., levels A through
D). Mr. Targosz said that the Navy now uses the DOD definitions provided in DOD 5000.8R as a
guide. Col. Evans agreed that all of the Navy items on the DOD PS Master Plan had been
completed, and that future reporting would not be required. The charts used in Mr. Targosz's
briefing are provided at Attachment D.

3 IV. MARINE CORPS PSE PROGRAMS
Maj. Terry Hess, USMC (Pos 43), provided an overview and funding status of the Marine

Corps procurement programs. These programs include:

- The Physical Security Structure Upgrade Program (PHSSUP) - a USMC-wide program
to conthuously evaluate and upgrade armories and magazines, and address other physical security3 requirements.

- The Arms, Ammunition and Explosives Intrusion Detection System (AA&E IDS) - a
USMC-wide program to provide state-of-the-art, expandable, NDI intrusion detection equipment.
Maj. Hess reported that the Marine Corps had approximately $7M in Product Investment Funds
(PIF), but the Corps, in order to obtain the funds, had to recognize manpower savings. He stated
that the Corps was being forced to make difficult decisions regarding their mission support to the
Navy.

- The Automated Entry Control System (AECS) - a USMC - wide program to enhance the
security posture by automating access control to restricted areas, and by integrating access control
with the AA&E IDS.

- The HMX-I Security Enhancements - to increase protection of high priority aircraft by
determining, detecting, and denying unauthorized entry.

Maj. Hess reported that all active programs are ongoing, and that funding is programmed
except for the funding shortfalls noted in the AA&E IDS and AEC' programs. Funding for these
add-on" electronic security systems will be submitted as POM initiatives.
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Maj. Hess then presented the status of the Marine Corps' management options and
summary actions listed in Appendix C of the DOD Master Plan. All of the items have been
completely implemented. CoL Evans said, therefore, that there is no requirement to report their
status in the future. The charts used by Maj. Hess in his presentation are provided at
Attachment E.

V. AIR FORCE PSE PROGRAMS

Col. Corso, HQ Air Force Security Police Center (AFSPC), announced that this would be
his last meeting as the Air Force PSEAG representative, and that Col. Steve Manell would be
replacing him as the Air Force PSEAG representative. He also announced that the functions of the
HQ Air Force Office of Security Police (AFOSP) in Albuquerque, NM were being transitioned tothe Pentagon, and that the name of the new organization would be the HQ AFSPC.

Col. Corso briefed the Air Force 6.3/6.4 PSE RDT&E programs. He said that the Air I
Force consolidated the RDT&E programs into eight separate programs under the BISS program
umbrella as shown on Chart A. He explained that the Air Force Annunciator program, is a "stop
gap" measure to meet immediate operational requirements while waiting for the full-capability DOD
annunciator to be fielded. Three on-going efforts under this program are: 1) the development of a
standard annunciator system, AN/GSS-41; 2) the development of a small annunciator system,
AN/GSS-44; and 3) support of the Army ICIDS program. The development programs for the I
AN/GSS-41 and AN/GSS-44 will be concluded by the end of FY91, with the completion of
actions necessary for Program Management Responsibility Transfer (PMRT) to the Air Force
Logistics Command (AFLC). He stated that initial estimates of the Air Force production
requirements for the ICIDS had been passed to the Army.

The Air Force Advanced Entry Control System (AECS) is an access control system to be
employed at entry control points of restricted and controlled areas. The system will have up to
three levels of peisorial identification, depending upon the security requirements. Col. Corso
reported that a market invcz,.igation had been completed in FY91, and a system integration and
production contract is scheduled tv be. awarded in FY92. The Initial Operational Capability (IOC)
is scheduled for FY93. Production of 34 Air Force systems is planned through FY92, at a cost of
$29.7M. Col. Corso reported that a concept definidon system is being installed at Ellsworth AFB
this fiscal year. Col. Evans asked if the Strategic Air Command (SAC) was satisfied with the
system at Ellsworth. Col. Corso responded that SAC was pleased and that the system should be
operational later this year.

The Dispersed Integrated Security System (DISS) is a new start program that encompasses I
both the Air Base Ground Defense and relocatable individual resource protection requirements.
The DISS is a transportable system capable of operating in a wide range of missions against
various threats. The program consists of three distinct elements. The first addresses the I
relocatable individual resource protection requirements using a complement of relocatable sensors.
A contract award for the integration of commercial NDI products is scheduled for award in early
FY92. The second elements addresses the requirement for intrusion detection and assessment
systems for use in a dispersed mode. A production contract is scheduled for FY92. Th: third I
element is a complete systems integration effort. A contract will be awarded in FY92 to integrate
the commercial and developed components. Col. Corso reported that an Air Force Statement of
Need (SON) has ben drafted but is not yet approved. A JSOR has also been drafted and has been I
released for informal staffing. Col. Evans reminded the Air Force of the need to coordinate with
the Army's Tactical Force Protection program to ensure that there was no duplication of RDT&E
efforts. He also encouraged the Air Force to work the issue of coordinating and finalizing the I
requirements documentation.
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CoL Corso reported that the Electronic Engagement System (ESS) responds to the need for
force-on-force training equipment. The requirement was based on the Tactical Engagement
Simulation Systems (TESS). In FY91 the Air Force initiated an effort to compare the Sandia-
developed TESS with commercially available systems. It is hoped that the comparative review will
show that the commercial system will meet at least 90% of the user requirements. Based on the
results of the comparative review, an acquisition contract is planned for FY92. Col. Evans asked
if the ESS was a single Service program. Mr. Targosz responded that the Navy has a need for this
type of equipment, but the MILES equipment still meets Navy needs and the Navy procurement
funding for TESS was reprogrammed.

I The proposed Airborne Detection System (ADS) will detect ultralight aircraft, hang-gliders,
para-sails, and parachutes advancing on protected areas. A full scale development program is
scheduled to begin in FY95. Col. Corso said that there is a valid requirement for this type of
system, however, the operational concept still needs to be developed. Col. Evans stated that the
Air Force should present the requirements document to the JRWG. Mr. Desmond, DOE, said that
his organization could use an ADS now.

I The Aircraft Embedded Security System (AESS) will be a system of sensors which are
built into the airframe of various aircraft; thus, eliminating the need for security forces to be in' close proximity to the aircraft. A full scale development project is scheduled to begin in FY95.
Col Corso stated that currently there is no official requirement for AESS, and that the concept of
operation and the system needed to be developed in parallel efforts.

The Base and Installation Entry Control System (BIECS) will provide a means of
automatically identifying authorized vehicles and personnel through various identity devices such
as bar code decals and magnetic stripe ID cards. There is currently no official requirement for this
program. If die program is supported it will likely be integrated into the AECS program. A
planning date of FY98 has been established for the start of an RDT&E effort.

The Thermal Imager Systems program is a new, two-phase program. Phase one will
integrate the Low Cost Uncooled Sensor Program (LOCUSP) imagers into common physical
security applications for CCTV equipment. Phase two will apply LOCUSP imagers to
development systems such as the Mobile Intrusion Detection and Assesbment System (MIDAS).
Documentation will be prepared in FY92 for a system integration and production Lontract which is
scheduled to be awarded in FY93. Col. Willingham, DNA, adde. " -t the DNA 6.2 program for
MIDAS was being closed out, but that the concepts developed under the MIDAS program wouldE feed into the Air Force Thermal Imager program.

The Portable Reconfigurable Line Sensor is a line-of-sight sensor which can be employed
in either a portable or fixed mode. The request for proposal (RFP) for this commercial off-the-
shelf (COTS) NDI program is currently in preparation. The program is scheduled to last through
FY93 at an estimated cost of $2.4M.

Col. Corso also briefed the Air Force funding, Charts A through D, for the RDT&E and
procurement/installation programs. He reported that both the AECS and the portable line sensor
pbrocurement contracts would he 5-year indefinite delivery order, indefinite quantity type contracts
that could be used by the other Servitcs as a vehicle to procure equipment. He also presented the
status of the Air Force's implementation of the management options from the DOD PS Master
Plan. Of the 17 management options, ten have been fully implemented, while the other seven
remain not implemented or at issue. Col. Evans said that the Air Force vil have to report again at
next year's annual PSE review on the status of the remaining seven management options.

Mr. Cavileer inquired about the Air Force RDT&E funding for the Active Denial programIafter it transitions from DNA. Col. Corso responded that it will be separately funded by SAC as a
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security upgrade program. Col. Evans tasked the Air Force to confirm, in writing from SAC, the
source of funds, as well as the level of funding available by fiscal year. He said that if SAC does
not fund the RDT&E for Active Denial, then the Air Force will have to restructure its overall BISS
RDT&E funding plan. Mr. Cavileer commented that the amount of procurement dollars remaining
for the procurement of PSE has shrunk to such a low level that the size of the current RDT&E
investment in PSE may be brought into question. Col. Evans responded that there is a changing
trend in the DOD, whereby RDT&E investments will continue, but procurements will be scaled
back unless needed in response to national emergencies. Fewer systems will be bought, but
RDT&E funding to improve both technology and existing systems will continue. Col. Corso
stated that the Air Force had committed 85% and obligated 71% of its funds.

The charts used by Col. Corso in his presentation and handouts pertaining to the Air Force
PSE programs are provided at Attachment F.

VI. DNA FY92 6.2 PROGRAMS
Col. Willingham, DNA (OPNS), briefed the DNA FY92 PSE 6.2 programs. He presented

a brief description of the continuing programs and the FY92 new start programs. He also
presented a chart entitled "FY-1992 PRIORITIZATION LIST" which listed the overall priority of
each program, as well as the lead and participating Service sponsors. Col. Willingham emphasized
that the Services and DNA will both be involved in drafting the Statements of Work for the new
start programs and that there will be continued coordination between DNA and the Services to
ensure that the program proceeds in the intended direction. Col. Evans requested that the
Adversary Testing program be incorporated into the other PSE programs requiring adversary
testing rather than being listed as a separate program. Col. Willingham agreed. Col Willingham
stated that the Air Force Systems Command (AFSC) was very interested in the Active Denial
program, and that there was a possibility that the command was going to expend $50 million on the
program. Both Col. Evans and Col. Corso expressed skepticism that any of that money would be
available to support physical security applications of Active Denial. Col. Evans asked Col. Corso
and Col. Willingham to investigate the issue and report their findings at the next PSEAG Executive
Session. The Chairman also strongly suggested that the lead Services for the new start programs
begin to work the issue of requirement documents/JSORs as soon as possible. He also asked Col.
Willingham if all DNA programs that were ending in FY91 were transitioning to a lead Service.Col. Willingham, responded in the affirmative.

The status of DNA's management options from Appendix C of the DOD PS Master Plan
are provided at Attachment G. All management options have been fully implemented.,and no
future reporting requirements for these items exist. A copy of Col. Willingham's presentation
charts, as well as program description summaries, are also provided at Attachment G.

VII. ADDITIONAL AGENDA rFEMS
a. Col. Evans introduced Dr. Dan Smith, Chief, Planning and Technology

Development Branch, Office of Safeguards and Security, Department of Energy. Dr. Smith
informed the members that his organization was responsible for the oversight, planning, and
coordination of safeguards and security. ,e aid that his office is interested in sharing information
with DOD relating to physical security R&D efforts. Mr. Smith provided briefing charts
explaining his organization, functions, and areas of interest (see At!chment H).

b. Review of PSEAG Action Items. The Chairman reviewed the status of open action
items from the 6 Dece ,ber 1990 and 27 February 1991 PSEAG Executive Sessions. The status of
the action items is provided below.

1. Action Item: The Air Force will provide their input on the termination of the
TESS program or their commitment to continue the program as a single Service (Air Force)
program.
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Status: Closed. See paragraph V.

2. Action Item: The Air Force will relook the DISS Program to ensure that the
program and all other Air Force RDT&E efforts fit within the new funding guidance provided bythe PSEAG Chairman.

I Status: Closed. See paragraph V.

3. Action Item: The Navy will develop a revised budget plan for the WSS
Sprogram and delay WASP until WSS RDT&E is completed.

Status: Closed. See paragraph III.

1 4. Action Item: The Service and DNA members will update the status of their
implementation of the DOD Physical Security Master Plan using the previous four charts providedI and new chart formats provided by the PSEAG Chairman.

Status: Closed. See paragraph II-VI for the Army, Navy, Marine Corps,
Air Force, and DNA respectively.

5. Action Item: The Air Force, as lead Service, will add Denial Systems to the
Joint Requirements List.

IStatus: Open. Col. Corso reported that action had been initiated to add
Denial Systems to the Joint Requirements List. However, the process has been delayed somewhat

i due to a change in procedures. He will continue to monitor the action until completion.

6. Action Item: The Services and DNA representatives will review their FY91
obligation rates and provide a status report.

Status: Closed. The obligation rates for the first two funding increments
for each Service and DNA were provided during the meeting.

1 7. Action Item: The Services and DNA representatives will provide the
prioritization of their PSE programs and the associated budgeting data.

A cStatus: Closed. See paragraph II-VI for the Army, Navy, Marine Corps,Air Force, and DNA respectively.

8. Action Item: The Services and DNA representatives will provide an update
on the implementation status of the management options outlined in the PSE portion of the DOD
Physical Security Master Plan.

I Status: Closed. See paragraphs II-VI for the Army, Navy, Marine Corps,
Air Force, and DNA respectively.

9. Action Item: The Services and DNA will identify potential PSE Steering

Group agenda items, and whether or not a meeting is required.

t h nie Status: Closed. The military departments reported to the Chairman that
they had no issues. As a result, no PSESG is scheduled for June 1991.

1 9I



VIII. ADJOURNMENT
The Chairman thanked everyone for their participation and work during the year.

He stated that the next Executive Session would be held in late August - early September 1991. A
summary of open action items is provided at Attachment I. There being no additional discussion,
the Chairman adjourned the meeting.
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I
OFFICE OF TME IRECTO OF

DEFESE RESEARCH AND KNINEERING

IrD WASHINGTON. DC 3016O

I sP&R) 33a111,(5

ORAN M FOR ASSISTANT SECRETARY OF MM AUI ( UMM
DZWP2=T, AND ACQUISITION)

ASSISTANT SECRETARY Or TE NVY (IZ "
DZ ?ELPNO0T AND ACQMX=TlO)ASSISTANT SZCRETARY OF THE AIR FoRCz ( ias)

DIRECTOR, DEFENSE NUCLUR AGENFCY

I SUBJECT: Annual Review of Physical Security Equipment )
Programs

The Physical Security Equipment Action Group.(15 will
convene on 1 May 1991, at 0830 hrs, to reviev SerVie Defense
Nuclear Agency (DNA) physical security equipment pr . The
Services and DNA are requested to present briefings on oir
current physical security systems R&D, procurement, and
installation efforts. Briefings on R&D should include oram and
project description and status, schedule for completion, testing,
and production planning (including estimated production oats and
quantities). Briefings on procurement and installatiob rms
should include project description and status, scheodul funding
for FY 91-98, production quantities (based on joint Ce
requirements), and major installations/platforms initi and/or
completed during the past ye :. The Services should id tfy any
R&D, procurement, or installation project problem whi may delay
or adversely affect their programs. DNA should brief ir Fy
91-98 exploratory development programs for physical me ity and
indicate their relationship to the Services' 6.3/6.4 p rams,
when applicable. Services should be prepared to show planned
follow on R&D funding lines for those applicable DNA pro eats.

i In addition to R&D, procurement and inst;Alltion eting ,
each of the Services and DNA are to present a briefin! the
progress in implementing the Physical Security Equipm Portion,
Appendix C, of the DoD Physical Security Master Plan (
Formats for the briefing viewgraphs were provided to members
in the minutes of the 27 February 1991, executive ease

The Army Product manager Physical Security Equi (m-
PSE) has agreed to host this year's program review at - belv4ir.
The review will be held in the conference room of luil4 392,
BRDEC, Fort Belvoir, Virginia. The conference room hao vrhead
projection equipment. Also, briefers shall provide



the Chairman, PSEAG with two complete copies of their b*L fL"g
material.

Members of the Joint Service Requirmnts Working. and
the Security Equipment Integration Working Group are &I inv itod
to attend. Attendees should provide name, 551, and ci
verification to Mr. Irwin S. Rosen, Deputy Product usaa
BRDEC-AMCP-PSE, Ft. Belvoir, VA, 22060-5606, (703) 464
2883/Autovon(DSN) 354-2883 with an info copy to Col Duvt C.
Evans, OLDDRE/P&R(ASPO), Pentagon, Washington, D.C., 200 -2100,
(703) 695-9536/Autovon(DSN) 225-5936 by 23 April 1991.

H. Steven azmelI
Deputy Director
Defense Research an4 "Lg ig
(Plans & Resources)

Attachments: Agenda

cc: DDRE (Strategic and Theater Nuclear Forces)
ATSD (Atomic Energy)
OASD (Special Operations/Low-Intensity Conflict)
Director, Security Plans and Programs, ODUSD(Secu i
Policy)
Chairman, DoD Joint service Requirements Working Gr p
Chairman, DoD Security Equipment Integration Nor: GZroup



I

I AGENDA

Annual Review of Physical Security
Equipment Programs

I May 1991

i 0830 Welcome, Admin Remarks, Introduction

0900 Army Programs

3 - Research and Development
- Procurement and insiallations
- DoD PSMP, Appendix C Implementation

I0930 Break

3 0940 Navy Programs

- Research and Development
- Procurement and Installation
- DoD PSMP, Appendix C Implementation

1010 Marine Corps Programs

- Procurement and Installations
- DoD PSMP, Appendix C Implementation

1030 Break

1040 Air Force Programs

- Research and Development
- Procurement and Installations
- DoD PSMP, Appendix C Implementation

1110 Break

1120 - DNA 6.2 PSE Programs
- DoD PSMP, Appendix C Implementation

3 1150 Lunch

1320 Additional Agenda Items

1420 Closing Comments

£ 1430 Adjournment

I
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* ATTENDEES

NAME MAILING ADDRESS PHONE

Col Lee Carroll ESD/AVJ COM: (617) 377-3993
Hanscom AFB, MA. 01731 AV: 478-3993

I Doug Cavileer ODUSD(SP) CIS/SPP COM: (703) 697-5568
3C285 Pentagon AV: 227-90775 Washington, DC 20301-2200

Col Andrew A. Corso HQ, AFSPC COM: (505) 844-2692
ATTN: SPP AV: 244-26925 Kirtland AFB, NM 87111

William J. Desmond WJ. Desmond, SA 121 COM: (301) 353-4244
Office of Safeguard & Security
U.S. Dept of Energy
Washington, DC 20545

Col Dave Evans OSD COM: (703) 695-9536
ATIN: ODDR&E (P&R) AV: 225-9536
Washington, DC 20301

Dave Greer CSC Analytics COM: (703) 246-9060
3702 Pender Drive

i Fairfax, VA 22030

MAJ Terry Hess HQMC (POS-43) COM: (703) 614-4177
Washington, DC 20380 AV: 224-4177

Col C. J. Heubusch OATSD (AE) COM: (703) 697-3575
Pentagon AV: 227-35753 Washington, DC 22330

Maj David MacKenzie ESD/AVJB COM: (617) 377-6409
Hanscom AFB, MA 01731 AV: 478-6409

FAX: (617) 377-8832

Jack R. Millett CDR AMC COM: (703) 274-9651
ATTN: AMDE-CI AV: 284-9651
5001 Eisenhower Ave FAX: (703) 274-5417
Alexandria, VA 22333-0001

Emmanuel Nidhiry HQ AMC COM: (703) 274-9651
ATIN: AMCDE-CI AV: 284-9651
5001, Eisenhower Ave (703) 274-5147
Alexandria, VA 22333

Morris Outwater ESD/AVJB COM: (617) 377-8852
Hanscom AFB, MA 01731-5000 AV: 478-8852

I
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NAME MAILING ADDRESS PHONE

LTC Larry J. Petcu PM-PSE COM: (703) 664-2883
Belvoir RD&E Center AV: 354-2883
ATTN: AMSTR-PB(PSE)
Fort Belvoir, VA 22060-5606

Carl A. Pocratsky Office of Safeguards and Security COM: (301) 353-2769
SA-134 (Pocratsky) FTS 233-2769
US Department of Energy FAX: (301) 353-4164
Washington, DC 20585

Benjamin C. Runner OASD (SO/LIC) CT COM: (703) 693-2898
Pentagon 2B539
Washington, DC 20301

Dr. G. Dan Smith Chief, Planning and Technology COM: (301) 353-2545
Development Branch (SA-134) FTS: 233-2545
Office of Safeguards and Security FAX: (301) 353-4164
U.S. Department of Energy
Washington, DC 20545

Richard A. Swanson CSC/Analytics COMM: (703) 359-2850
3702 Pender Dr.
Fairfax, VA 22030

Leopold L. Targosz, Jr. CNO (OP-09N1) COMM: (202)433-9138
ATTN: Code 24X24 AV: 288-9138
Washington, DC 20388-5024 FAX: (202) 433-9079

Col David Taylor AF.SPX COM: (703) 614-8641
Pentagon
Washington, DC 20335

Darryl B. Toms Office of Safeguards & Security COM: (301) 358-7087
SA-121 FAX: (301) 353-4164
Department of Energy
Washington, DC 20545

K. Velentlas NISCOM/OP-09N1, Code 24 COM: 433-9144
Washington, DC AV: 288-9144

FAX: (202) 433-9079

Col. Frank M. Willingham HQ DNA (OPNS) COMM: (703) 325-7395
6801 Telegraph Rd AV: 221-7395
Alexandria, VA 22310-3398 (703) 325-2951

William J. Witter HQ, DNA (NSNS) (703) 325-1002
6801 Telegraph Road AV: 221-1002
Alexandria, VA 22310-3398 FAX: 325-2951
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Army ProgramsIi Sorted by DOD Value

*Program Name DOD Value
ICIDS-I 80.42
AS-I 74.28
AS-Il 73.09IMDARS-INT-I 64.89
BAS-I (SFDS) 63.12
ICIDS-lI 61.59IMDARS-INT-II 54.05
MDARS-EXT- I 53.74
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FY-91 OBLIGATION RATES
(1st and 2nd Increiments)

($ In Thousands)

3 TOTAL
1st & 2nd

PROGRAM Increments OBLIGATED RATE

WSS 5,920 5,328 90%

ISPS 4,484 4,035 90%

i SSA 3,100 2,945 95%

PP 100 100 100%

I TOTAL: 13,604 12,408 91%

I Actual third increment of RDT&E funding has not been received.

Per PHONECON with Colonel Evans, 29 April 1991, the thirdI increment is $2,249K, a reduction of $240K. Consequently', the
actual FY-91 funding for Navy RDT&E will be $15,853K. This
represents an.overall reduction of $443K from the projected
$16,296K control.

As of May 91, and based on the $15,853K (actual total FY-91
funding), the Navy's obligation rate for FY-91 is 78.2%.I

I
I

I



1 n 0 LN w

5 5I-1

Lnj %I
<v 0w wi

* 0 H

8 4 4

1; C4 N



I 1D

cI ~I I-I

C41 0 %0

540

I- N Hf

Iraq -



C4%

cl 0 N

% S4

AI A

i in r

-4 4



1 N 4 N

U ~c

r;.4

I* S

'Iv4 40



V %0 M 0

In a 0 r4 N

0 0S

N 0 % LO 0 i 3

mo! n 0 % m o

-,c-o- sn0

C4 0 4 4' t



0 0%0

N Ch
Go N

6q

US 0 14 0 S

* H



II
N
H

B

N N

0 0
* 0

* 0

N N

* 0
4. 4.

* 0

4. 4.

0% 0%
tfll.
0%1 H
?41N N
I~~I0% 0%

H H

* I0:I N NFA ~II ~
0

N N

rv.'! * rv~

U.'

NI N N

B44N

N
4.

4.

C 0
* 0

0
N

B B

H H

hi ~

I
I



0I II N
'-I

6* N

3 00
* 0

N
N

jq1  0 0
0 03 N N

* 0
49I ~.I N

49 4.* I NI
S

I
* I-I

%0
* 0

~1 N
N*

~E4I 0 0

N NI
* 0

N
0 In.I I 0

* * N
- NI4.

O~IN 4.
U N

N
*1'

o e4.
* 0

o o*
U 8

*
I Ii

N

I I
I
*



N~~C 'm I D0
a~a ~0 UD

CD In

0 0 MN

Mn Nen

II04I I 8 I I

ii!!GI



0n H

U S S

I In



I
I -

I --

* a

I C .
I " -  i Ji't

* I .



>4 >4 >4 ,
W)I rZ414 0 0 rZ Z Z zz

E- E-4 0 ri E-4 0 0 00Z 0

0 u- U) 44

z Z U >4 a4H E-4 E4 E-4 >4 0
IZ .. < :4 W s-*4 E-4
ca z iz 0 0 1% 0-
Z 0 0 04 04 0 .3 0Z

z0 U) H - 0 04 04 w 0

Ul) z 4 m 1-4 a4 a)U 4 1-4 (4 E-4I
04 Z C E-4 4Z U E-4 0

lz C, W a U ) 0 w W '4 ' -
W 0 5E4 U) m z z 0 Z Z > U M -

-4 Q~ p- m a H ca4 I E '
E- 0 M . 0 03 1-4 0 1 H

>4 E-) I
'C- N e-4 * ~ . i

E-4 1 1 1 1 1
Z~ U U U U U U U U U U

U) a4 E-4

>4
104

04 U)
0 U >
0

0 N t~~ A N r~~ z i

a4 0 4 H N

1-4 e

0400

E-41

0 (n U1) :r a ' M) m 3 m at z M
V) 04 Z U) U) (n 04 Z U) U) (a

4 .4 * C44 .n . * a* 4 0 H



RDT&E

3 WATERSIDE SECURITY SYSTEM (WSS)

GENERAL DESCRIPTION: The WSS program received renewed impetus
due to Congressional interest in the mid 80s over security at
critical naval facilities. This interest was reflected in FY 88-
92 Defense Guidance which required deployment of waterside
security systems at strategic submarine bases. The WSS will
provide a level of protection currently unavailable against
intrusions through the water boundaries of Department of Defense
installations. The WSS will detect targets, classify and
localize threats, assess intrusions, and communicate necessary
information to a user friendly command, control, and
communication display (C3D) . The system's major components will
include a fully integrated C3D, sonars for swimmer dtection,
radars for fast boat and sneak craft deteciton, CCTV and FLIR for
surface assessment.

3 STATUS AND SC$EDULE: During March 1991, the WSS underwent
integrated testing (DT-IIA) at Kaneohe Bay, HI with very
encouraging results. Sonars and radars meet all requirements;
however, software upgrades are needed in order to reduce the
complexity of the C3D. At the conclusion of DT-IIA, the
prototype system was packed and transported to SUBASE Bangor
where it will under go DT-IIB/OT-IIA during the last quarter of
FY-91. The WSS is scheduled to reach Milestone IIIA, Approval
for Limited Production in the first quarter of FY-92. Milestone
IIIB, Full Rate Production should be achieved first quarter FY-
93, after OPEVAL in late FY-92. Installation of the first
production system will be completed first quarter FY-94 at SUBASE
Bangor.

PRODUCTION PLANNING: The cost to install a WSS will vary with
the physical layout and operational requirements of each site.
The average cost to procure and install a WSS will be
approximately $6.2M. Within the current future years defense
plan, i.e., FY-92 through FY-97, the Navy has programmed fundingu for six systems.

PROBLEMS: Unforeseen technical difficulties have caused the WSS
to slip more than a year and have placed additional funding
demands on the program. OPEVAL requirements are adding
approximately $1.0M to the RDT&E effort. In FY-92, the program
will experience a $4.OM shortage which will be made up with funds
transferred from the Waterside Advanced Security Program RDT&E
effort. As the Navy continues to experience funding cuts across
the board, support by resource sponsors appears to be waning.I

I



RDT&E

WATERSIDE ADVANCED SECURITY PROGRAM (WASP)

GENERAL DESCRIPTION: The WASP addresses preplanned product
improvements to the baseline Waterside Security System (WSS) and

introduction of equipment/technology providing enhanced system
features. The WSS has several limitations which will need to be
resolved to make the Navy's waterside program more cost
effective. To resolve some of these recognized shortcomings, a
preplanned product improvement/additional capabilities effort has
been initiated. Several 6.2 RDT&E programs have been undertaken
by the Defense Nuclear Agency (DNA) in support of the Navy's
follow-on program. A majority of the 6.2 programs are scheduled
to be transitioned to the Navy within the next two years.

Due to the fluid nature of the threat, the SSBN continuity of
operations community's needs, and budget reductions limiting the
number of proposed WSS permanent installations, a system capable
of being shipped to areas on a moment's notice is needed. WASP

will provide a rapidly deployable system. Additionally, under
the original WSS effort, delay was included in the program.
However, no inexpensive solution was available/developed. DNA is
pursuing two projects which will significantly increase the delay
and response capabilities of the baseline system. These systems
are the lightweight barrier system and Shallow Water Intrusion
Detection System.

STATUS AND SCHEDULE: A Tentative Operational Requirement (TOR)
was promulgated by OP-91 on 3 Jul 90. COMNAVSEASYSCOM is

preparing a Development Options Paper. RDT&E under the WASP will
be initiated in FY-92 and will continue through FY-97.

PRODUCTION PLANNING: Total acquisition cost of WASP will be
approximately $24M. Current planning projects the need for five

rapid deployment systems and the enhancement of at least twelve
operational WSS sites.

PROBLEMS: A shortage of approximately $4.OM is projected for
WASP as a result of transferring $4.0M of FY-92 funds from WASP
to WSS. The Navy is hoping to complete the program without
additional funding. However, such funding may be required intoFY-98.I I~I

1
I
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3 SECURE STRUCTURES ASHORE (SSA)

GENERAL DESCRIPTION: In response to terrorism, unconventional
warfare and other threats to high value/critical Navy shore based
assets and the documented vulnerabilities of mo3t shore based
structures, the need exists for more secure structural components
(locks, doors, and barriers) that will provide delay time against
increasingly sophisticated and powerful hand and thermal tools as
well as explosives. Accordingly, the Navy promulgated
Operational Requirement #098-09-88, Secure Structures Ashore, on
28 May 1986.

The Secure Structures Ashore Program is a non-acquisition program
that covers the development of test validated data required for
the preparation o1 Standard Drawings, NAVFAC Guide
Specifications, MIL-Specs and FED-Specs that will be used to
procure structural components with MCON funds during construction
or with O&MN funds during retrofit. Results will be
buildings/facilities that will provide up to fourfold increase in
delay times with potential saving of $50M a year in losses.

Drawings/data are being developed related to the following
products:

I - High Security Magazine Door System - standard design
drawings and specifications for doors that provide a minimum of
20 minutes forced entry resistance to hand, power, and thermal
attacks and a single explosive attack where linear shaped charges
are used (i.e., a one time explosive of one or more linear shaped
charges exploded simultaneously). Design will increase forced
entry penetration time from under 2 minutes to 20 minutes or
more.

- Personnel Door Systems - MIL-Specs, Drawings, and NAVFAC
guides specification for doors that provide l-, and 4-, minute
delay times against various threat levels up to and including
power and thermal tools and blast loads. Doors will have
equivalent penetration resistance as wall construction mandated
for secure facilities.

3 - Window Barrier System - MIL-Specs, drawings, and NAVFAC
guides specification for windows that provide l-,4-, and 15-
minute delay times against various threat levels up to and
including power and thermal tools and blast loads. Windows will
have equivalent penetration resistance as wall construction
mandated for secure facilities.

I - Vehicle Barriers - test validated criteria and procurement
specifications to resist 10,000 pound vehicle carrying 1,000
pound of equivalent TNT traveling at 15 m.p.h. and 50 m.p.h.

I



- Window Glazing - test validated criteria and design
guidance to resist various levels of ballistic and forced entry
attacks and blast over pressures.

- Security Assessment Models - computer application program
for assessing the security levels of bases, identifying optimum
upgrade options and optimizing use of existing resources.

- High Security Padlock - procurement package that will
provide more forced entry attack resistance at comparable or less
cost than is provided in present DOD padlocks. Fabrication

design specifications will enable many manufacturers to produce
the padlock and will reduce procurement time and effort. It will
replace current high and medium security padlocks.

- Electronic Lock - procurement specifications for
commercially available hardware that satisfies Navy penetration
resistance requirements for use on low, medium, and high security
doors.

- POL Protection, Treat Model, Secure Magazine Door Boltwork,
Secure Utility Systems, Transportable Protection, Standoff
Protection, etc. - decision reports on need for test validated
designs.

STATUS AND SCHEDULE - All projects will be completed in FY-93.
Recommendations resulting from the Decision Reports will be used
for a follow-on program, if necessary.

PROBLEMS -None
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RDT&E

3 SHIPBOARD PHYSICAL SECURITY (SPS)

GENERAL DESCRIPTION: SPS addresses physical security equipment
and measures used to protect U. S. Navy ships against
unauthorized intrusion and attack from swimmers, small boats, and
light aircraft. In FY-91, in order to eliminate duplication of
effort and achieve savings in RDT&E expenditures, the Shipboard
Nuclear Weapons Security (SNWS) Program was combined with SPS.
This coordinated effort will ensure eommonality of security
equipment used on conventional and nuclear weapons capable ships.

The SPS system will be modular in form and configured to improve
the security posture on selected vessels in times of increased
threat. The single most critical issue is the adaptation of
land-based equipment for shipboard use. Non-developmental Items
(NDI) will be used whenever possible. When required, SPS
equipment will be more rugged for shipboard use.

The resulting SPS components should be effective against
peacetime threats and should augment/complement the ship's
existing self defense capabilities against wartime unconventional

threats. SPS will be developed for use on all Navy ships. The
program is being developed so that the fleets will be able to
select individual componeiits as needed without a requirement to
choose or procure the total package.

I STATUS: A revised SPS Operational Requirement (OR) has been
drafted and is currently in review. The MMS will be subjected to

*final OPEVAL in May 1991. Results are expected in July 1991.

PRODUCTION PLANNING: System outfitting will vary by ship class
and area of deployment. Certain elements of the system will be
provided to the fleets to be placed aboard vessels prior to
deployment. The Navy estimates a requirement for 300 systems.
Total acquisition cost of qPS will be approximately $255 million.

I PROBLEMS: Lack of an approved OR and the shrinking resource

situation creates the possibility for waning of support follow-on

funding for procurement and installation.

I



RDT&E

PORTABLE EXPLOSIVE DETECTOR (PED)

GENERAL DESCRIPTION: On 13 July 1989, the Joint Requirements
Working Group (JRWG), under the chairmanship of the Navy, met to
discuss a Statement of Need (SON) for PEDs submitted by the Air
Force and develop a Draft Joint Services Operational Requirement
(JSOR) for PEDs. In accordance with DOD Directive 3224.3, the
Navy, as the lead service for operational PED equipment, tasked
the Naval Explosive Ordnance Disposal Technical Center,
(NAVEODTECHCEN), Indian Head, MD to evaluate the performance of
PEDs under laboratory and field conditions.

In December 1989, after extensive testing, NAVEODTECHCEN reported
that commercially available PEDs are limited in performance with
respect to detecting a range of explosives, operating I
environments, and maintainability. The following recommendations
were made:

- Do not field currently available commercial PEDs.

- Continue use of explosive detecting dogs. i
- Continue investigation of near-term and long-term PED

technologies.

STATUS AND SCHEDULE: The Navy continues to monitor private
industry, academia, and other federal agencies in the area of PED
development. A Security Equipment Integration Working Group
member, representing DOD, has become a member of the Interagency
Advisory Committee for Security Equipment Subcommittee on
Contraband Detection.

PRODUCTION PLANNING: N/A

PROBLEMS: N/A

I
I
I
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3 RDT&E

PRIORITIZATION PROGRAM (PP)

GENERAL DESCRIPTION: Each budget cycle, the Military Depa-tments
request funding for new and ongoing 6.3/6.4 RDT&E programs from
DOD. DOD must determine the relative value of each proposed
program based on overall DOD needs, probability of success,
return on investment, and a host of other factors. Historically,
funding for PSE RDT&E programs has been subjective with no
systematic way of comparing the relative value of a given
program. Accordingly, an objective method for determining
priority of programs was sought under Navy management.

The PP is intended to provide a means whereby a rank-ordering
process, and thus the allocation of funds, can be accomplished in
an objective manner. This is done based solely on evaluation of
each proposed program against a set of standard criteria. The PP
is a software program relying on an algorithm consisting of
several mathematical equations linked together. At certain
points, digital logic is used to determine which equation is to
be applied.

I STATUS AND SCHEDULE: The PP effort was initiated in FY-90 and
will be completed in FY-91. PP software version 2.0 (with
instructions) has already been distributed to all services.
Software is being upgraded and version 2.1 is expected no later
than September 1991. The DOD software package will differ
slightly from that of the Services. It will be able to combineU and prioritize all DOD RDT&E programs.

PRODUCTION PLANNING: Each Service and DOD (ODDR&E/P&R) will
receive version 2.1 of the PP software and a user's manual.
Additionally, a master copy will be provided.

PROBLEMS: No problems have been encountered to date.I
I
I
I
I



PROCOREMENT AND INSTALLATION
PHYSICAL SECURITY OF NUCLEAR WEAPONS (ASHORE)

GENERAL DESCRIPTION: This program is intended to provide for the
timely procurement and deployment of physical security systems
for the protection of nuclear weapons ashore. Requirements for
this program are established by the Office of the Deputy Under
Secretary of Defense (Security Policy). The implementing
instruction in the Navy is OPNAVINST C8126.1, "NUCLEAR WEAPONS
SECURITY MANUAL.n The current thrust is to provide armored
personnel carriers, armored logistic transports, and secure
communications equipment.

ARMORED LOGISTIC TRANSPORTS (ALT)

ALTs are procured to replace the container vehicles currently
used to provide armor protection for nuclear weapons during on-
station movement. The primary development activity is Naval
Weapons Support Center, Crane, IN.

STATUS: Navy is using an Air Force contract to purchase
K-loaders.

PROBLEMS: The operational concept for the ALTs currently require
the K-Loader to load the weapon(s) into the unit. Alternatives
are being explored to find a cheaper and more efficient means of
loading.n

ARMORED PERSONNEL CARRIERS (APC)

The APC is procured to provide protection for reaction forces 1
from small-arms fire.

STATUS: Navy is using an Army contract to purchase APCs. I
PROBLEMS: The APCs are purchased in limited numbers when
compared to other vehicles used by the DOD. This makes them very I
costly, and they require unique ILS plans (which increases their
life-cycle cost).

FUTURE APPROACH: We are exploring alternatives to using
conventional APCs. If a standard vehicle can be hardened and
meet all operational/safety considerations, it may be more cost
effective.

SECURE COMMUNICATIONS EQUIPMENT

Ordnance Communications (ORDCOM) provides complete, dedicated
communications systems for security personnel. The system
consists of hand-held, mobile, and fixed base stations equipment
with Data Encryption Standard voice protection.

STATUS: Information on specific sites receiving ORDCOM equipment
is available from OP-09N1.
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PROCUREMENT AND INSTALLATION
PHYSICAL SECURITY OF NUCLEAR WEAPONS (AFLOAT)

GENERAL DESCRIPTION: This program addresses a wide range of
measures, both hardware and procedural, needed to better protect
our ships. Current focus and priority are directed to mitigating
the vulnerability of nuclear weapons stored aboard ships to
unconventional threats (terrorists, radical groups, disaffected
crew members), and to meeting the requirements of OPNAVINST
C8126.1. DEPSECDEF memo of 2 June 1988 and SECNAV memo of 18
October 1988 mandate that resources for Shipboard Nuclear Weapons
Security be identified to complete program requirements by the
year 2000. The present procurement and installation effort
consists of two shipboard systems: the Protected Voice Portable
Communication System (PVPCS) MK4 and the Magazine Security System
(MSS) MKl.

PVPCS MK4

The PVPCS MK4 provides a dedicated and digitally encrypted means
for communications for ship's security personnel during normal
operations and during security alerts. It consists of hand-held

transceivers, supporting components, and permanently mounted
equipment, e.g., antenna strung throughout the vessel, repeaters
and combiners. The PVPCS is designed to provide point-to-point
coverage throughout vital areas of the ship. It operates in a
continuous mode in any ship operating state.

STATUS AND SCHEDULE: Initial Operating Capability (IOC) was
achieved 30 July 1989. Thirty seven (37) PVPCS shipboard
installations have been completed to date. A total requirement
of 302 installations is planned. The Navy currently has
approximately 89 systems in inventory and dependent on ship
availability is installing them.

PROBLEMS: Anticipated OPN budget cuts could drastically slow
down rate of installations. This program has necessary
installation funding from the resource sponsors to complete the
program by FY-95. Initial round of budget cuts has delayed
procurement through FY-97. Further anticipated budget cuts could
delay the final installations past the year 2000.

FUTURE APPROACH: Attempt to front load this program with

necessary OPN funding to complete installations by FY-95.

MSS MKI

The MSS MK1 is a below deck security system designed for the

protection of nuclear weapons carried on nuclear capable/
certified surface ships. It consists of the following equipment:
Balanced Magnetic Switch, Infrared Motion Detector, Audible
Alarm, Emergency Shutoff Unit, System Indicator Unit, Remote
Power Enclosure, Local Alarm Controller, Junction Box, Remote
Indicator Unit, and the MK6 MOD 1 Shipboard Internal Locking
System Module.
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STATUS: MSS MKl is undergoing additional operational testing.
An earlier Operational Evaluation surfaced several problems.
There is a total requirement of approximately 153 systems to be
installed during the period FY 91-98.

PROBLEMS: The MSS MKl production and installation schedules are
geared to satisfy DEPSECDEF and SECNAV guidance to provide an I
acceptable level of physical security for nuclear weapons capable
surface ships by the year 2000. Pending budget cuts make
attainment of this goal impossible.

FUTURE APPROACH: Attempt to. protect OPN dollars to achieve
completion of all installations by the year 2000.

I
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PROCUREMENT AND INSTALLATION
ELECTRONIC SECURITY SYSTEMS (ESS)

GENERAL DESCRIPTION: The ESS Program, formerly referred to as
the Remote Sensor Systems for Physical Security (RSSPS) Program
is the key facilities program essential to providing necessary
levels of physical security to protect Navy assets. With
continuing worldwide terrorism and decreases in fiscal resources,
effectiveness and efficiency imperatives mandate that the highest
priority be afforded to security programs through centralized
management with dedicated resources. Navy ESS includes intrusion
detection, assessment, and automated entry control for physical
securicy. Major categories/subelements of the program are as
follows:

Special Ammunition Storage (SAS) - integrates interior and
exterior sensors and CCTV systems at nuclear weapons storage
sites.

I Readiness Assets (RA) - includes intrusion detection,
assessment, and access control at the following types of criti.cal
Navy activities:

Naval Air Stations
Naval Stations
Naval Shipyard and Repair Facilities
Naval Communication Stations
Naval Support Activities

I Arms, Ammunition and Explosives (AA&E) - provides interior
sensors (and tamper alarms on magazines, e.g., AIBs) for

* conventional munitions and weapons.

Waterside Security System (WSS) - addresses the need for
physical security measures to protect DOD facilities and critical
assets against waterborne intrusions. The system will be
primarily composed of non-development items, e.g., radars,
thermal and visual imagers used to detect and assess high and low
speed boats and surface swimmers. Two major components/
subsystems (a sonar for underwater swimmer detection and
classification and a command, control, and communication display
that will provide integration and control of WSS elements) are
being developed. The system is being designed to interface with
DOD Base Installation Security System equipmei.t/systems.

Harborlight - supports the White House Military Office. Two
locations have been identified for ESS/upgrade.

STATUS AND SCHEDULE:

SAS - security upgrades were completed at three sites this
fiscal year - see attached schedule for number of future
installations.



RA - eight sites are currently under contract - see attached
for current schedule.

AA&E - three sites, NAS Whidbey Island, WPNSTA Yorktown and
NAVSTA Roosevelt Roads had physical security upgrades completed
during FY-90 - see attached for current schedule.

WSS - system is presently in full scale development. NAVSEA
(Code 6632D) is the RDT&E Program Manager and NAVOCEANSYSCEN
Hawaii (Code 513) is the Technical Direction Agent. Technical
and Operational Evaluations (TECHEVAL and OPEVAL) and the
Milestone IIIA decision are scheduled to occur in FY-92. Initial
Operating Capability (IOC) of full-up production system is
scheduled in FY-94. Anticipated rate of production/installation
is approximately two systems per year - see attached schedule.
The first systems will be installed at strategic submarine bases.

Harborlight - Delivery orders on an existing contract are in
place. Installation of systems at both sites to be completed
during FY-91.

PROBLEMS:

SAS - recurring budget restraints result in sites being
deferred to out-years.

RA - available MCON funds determine site schedules.

AA&E - priority of SAS and high priority/special projects
have impacted and will continue to affect installation of
systems.

WSS - the decision to have the WSS retain its Acquisition
Category IV designation has imposed additional testing
requirements (i.e., OPEVAL). In addition, technical problems
with developmental items may cause the RDT&E schedule to slip
further. Total impact may cause over one year delay.

FUTURE APPROACH:

WSS - try to obtain Approval for Limited Production decision
in early FY-92 in order to attain FY-94 IOC.



- .c. - , - - -,-

ESS SCEDULEX

if SAS
FY-91 FY-92 FY-93 FY-95 FY-95-97

2 Sites 1 Site 1 Site 2 Sites TBD

FY-91 FY-92 FY-93

NAVSTA Rosy Rds N4AS Sigonella CINCLANTFLT Hqtrs
NSA Naples SSC Great Lakes NAP Mayport
NAS Cubie Pt Transmitter Site

FY-94 FY-95-97

SUBASE R. London TBD

AA& E

FY-91 FY-9 2

NAS Brunswick (C) NAVSWC Dahigren
NAS Bermuda (C) NAVSTA Adak
NAS Alameda (C) VAS Fallon
NAVSTA Guantanamo Bay (C) NAVSTA Canal Zone
NAVMAG Lualualei (C) NAS Key West
NAVSTA Rota (C) NAS Cecil Field
NAS Guantanamo Bay NAVSTLIA Mayport
NAVWPNSUPCEN Crane
NAVPHIBSCL San DiegoU WPNSTA Yorktown
NAS Corpus Christi
NAVSTA Roosevelt RoadsFY9

FY-93F-9

NAVSTA Norfolk NAVORD White SandsI NAVSUBSUPFAC New London NAS Miramiar
NSWC White Oak NAVIRAC Cartagena
NAS Norfolk COMEODGRU Two Fort StoryINAS Key West NAVSHIPYD Norfolk
NAS Agana NAP El Centro
NAS Lajes NAVAIRTESTCEN Patuxent RiverINAS Norfolk NAS Oceana
NAS Signonella CBC Gulfport

NAVSHIPYD Mare Island

IS
FY-91-FY-93 FY-94 FY-95

PROTOTYPE SUBASE Bangor SUBASE New London
SUBASE Kings Bay

FY-96 FY-97 FY-98

SUBASE San Diego NAS North Island TBD



PROCUREMENT AND INSTALLATION
MILCON IDS

GENERAL DESCRIPTION: Program provides Interior Intrusion
Detection System (IDS) for Military Construction (MILCON)
projects. Without IDS, these projects will not be complete and

usable, and the gaining activity will not be able to occupy the
facility. IDS is required in MILCON projects involving
classified material, sensitive compartmented information
facilities, special programs, and assets of high dollar value and
long lead time replacement.

MCON IDS SCHEDULE

FY-91 FY-92 FY-93 FY-94

22 Sites 14 Sites 2 Sites 23 Sites

FY-95 FY-96 FY-97 FY-TBD

29 Sites 5 Sites 6 Sites 123

PROGRAMS: Due to dynamics involved with MILCON program, i.e.,
"instability of MILCON process", it is difficult to specify the
actual number projects required by IDS.
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RDT&E3 USAF BISS STANDARD AND SMALL ANNUNCIATORS

GENERAL DESCRITON: The Air Force has an ongoing requirement for annunciator systems. The current
program includes a small scale development and procurement phase in which limited quantities of annunciators
will be produced for immediate operational requirements. The second phase will acquire equipment for future
requirements through the Army ICIDS program, once ICIDS becomes available for Joint Service use.

3 These annunciator systems integrate a computer-based annunciator, CCTV, and associated data communications
equipment. This equipment receives sensor inputs, transmits alarm data, and annunciates alarm conditions so an
operator can effectively localize and assess threats. These systems are highly modular and expandable, yet they
maintain ease of operation and maintenance. The systems are fully supportable, using NDI hardware and software
wherever possible.

There are four discrete elements to this program. The first element is the Standard Annunciator System (STAS).
The STAS is an integration project of commercial off the shelf equipment and minimum developed software. This
system provides the required capability to secure Air Force Priority B and C resources.

3 The second element is the Small Annunciator System (SMAS). The SMAS is an equipment subset of the STAS
and is to be used for small Priority B and C applications that do not require CCTV capability.

The third element is the Local/Remote Annunciator System (LRAS). This system is an integration of the STAS
and SMAS to meet priority A security requirements. This system has been demonstrated but production has been
held in abeyance in deference to ICIDS.

I The fourth element is the Integrated Commercial Intrusion Detection System (ICIDS). ICIDS is an Army
procurement that is expected to meet all annunciator requirements for the Air Force beginning in FY93.

3 STATUS AND SCHEDULE: The Annunciator Development program will be concluded in FY91 with the
completion of actions necessary for Program Management Responsibility Transfer (PMIRT) the STAS and SMAS
to Air Force Logistics Command (AFLC). Initial Operating Capability (1OC) has been achieved. The progress of
the ICIDS Program is being monitored and initial estimates of Air Force production requirements have been
identified to the Army.

PRODUCTION PLANNING. Limited produ-tion is planned through FY92 to satisfy immediate Air Force needs.
Total production costs are estimated to be $5.7M for the combined Standard and Small Annunciator Program.

SPROBLEMS: None.
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RDT&E

USAF BISS ADVANCED ENTRY CONTROL SYSTEM (AECS)

GENERAL DESCRIPTION: The AECS is an access control system to be employed at entry control points of
restricted and controlled access areas. The AECS will rapidly and consistently verify the identity of authorized
personnel, permitting them access to the secured area, while denying entry to unauthorized personnel. The AECS
will have a flexible capability, employing various levels of identity verification using three levels of personal
identification i.e., card/badge reader, Personal Identification Number (PIN) and a Personal Identity Verifier
(PIV)). The methods of identification will vary with the type of area secured. High priority areas will typically
employ all three levels of identification while one or more methods may be omitted in areas of lesser priority.

Non Developed Items (NDI) will be employed where possible, and development is expected to be confined to a
systems integration effort.

STATUS AND SCHEDULE: A market investigation was completed in FY91 for the AECS. A system
specification is being prepared. Documentation is in preparation for a system integration and production contract
which is scheduled to be awarded in FY92. DT&E and OT&E is scheduled for late FY92. Initial Operational

Capability (IOC) is projected for FY93.

Two related AECS projects, Ellsworth AFB and TRIGS, were worked in parallel with the standard AECS program
and are essentially identical systems. The Ellsworth AECS is a concept definition system and is scheduled for
installation in late FY91. The TRIGS AECS requirement was cancelled in 2QFY91.

PRODUCTION PLANNING: IOC is planned for FY93, with turnover of the first system following OT&E.
Production of 34 systems is planned through FY97 at a cost of S29.7M (Air Force only).

PROBLEMS: None.
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RDT&E
IUSAF BISS DISPERSED INTEGRATED SECURITY SYSTEM (DISS)

GENERAL DESCR PTION: DISS is a transportable sensor system capable of detection, alarm reporting,
assessment, communications and response. DISS will be rapidly deployable, modular and capable of operating
over a wide range of mission types against varying threats. The DISS program encompasses both Air Base Ground
Defense and relocatable individual resource protection requirements. Major elements of DISS are: detection
devices, thermal imagers, MIDAS/VISDTA, display devices, a light armored vehicle (by others), delay/denial
systems (when available), an airborne detection system, an Engagement Simulation System (ESS), and radio
communications equipment.

STATUS AND SCHEDULE: This is a new program with three distinct elements. The first element addresses the
relocatable individual resource protection requirement using a complement of relocatable sensors. The relocatable
sensor project is included under the umbrella of DISS but will be managed as a separate project. A contract for
integration of commercial or NDI products is scheduled for award in early FY92. Production is scheduled for early
FY93. IOC is scheduled for late FY93

The second element addresses the requirement for an intrusinn detection and assessment systems for use in a
dispersal mode application. Candidate hardware includes MIDS and military night vision aids. Work is under way
which will yield a production contract in FY92 for the intrusion detection system. This project is included under

the umbrella of DISS but will be managed as a separate project. The night vision equipment will be acquired3 through the Army on a matching schedule. IOC is scheduled for FY94.

The third element is a complete capability system integration effort. A separate contract will be awarded in late
FY92 to produce the complete required system using commer'ial and developed components, including those
available through the other elements of the DISS program. lOC is scheduled for FY96.

3 PRODUCON PLAh : To be accomplished in FSD (third element).

BBLEMa: Program should be started in FY91, but will be delayed until FY92 because of funding constraints.U

3
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RDT&E
USAF BISS AIRCRAFT EMBEDDED SECURITY SYSTEM (AESS)

GELNEPj.AL DESCRIPTION: This is to be a system of sensors which are built in to the airframe of various aircraft,
drawing their power from either the aircraft's or their own batteries and eliminating the need for security forces to
be in close proximity to the aircraft. The system is armed and accessed by the aircrew. Intruders attempting to I
gain access to or tamper with tha aircraft will be detected by the sensors, and an alarm automatically radioed to a
remote annunciator.

STATUS AND SCHEDULE: A full-scale development project is scheduled to begin in FY95, emphasizing the I
integration of NDI equipment. Tests will be conducted to determine the effectiveness, cost penalties, and weight
penalties.

PRODUCTION LANNING: To be accomplished during FSD.

PROBLEMS: None



I
I

RDT&E
3 USAF BISS BASE & INSTALLATION ENTRY CONTROL SYSTEM

(BIECS)

GENERAL DESCRIION: This system will provide a means of automatically identifying authorized vehicles
and personnel through identity devices such as bar code decals, magnetic stripe ID cards, proximity cards, etc.
Vehicle control will be accomplished by lane markings, traffic lights, gates, etc. Visitors will be handled at a
separate entry point to facilitate entry/exit by regular base personnel. Use of NDI equipment will be maximized.
The BIECS project is related to the current AECS program.

STATUS AND SCHEDULE: An R&D effort to determine the most viable methods and equipment will be started
in FY98.

PRODUCTION PLANNING: To be accomplished during FSD.

SPROBLEMS: None.
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RDT&E
USAF BISS THERMAL IMAGER SYSTEMS

GENERAL DESCRI[TION: This program responds to the operational need for night vision capability expressed
in the Draft JSOR for Thermal Imagers and Thermal Weapons Sights. This program is related to the DISS
Program in that products developed here will be directly useable for the DISS mission. The systems produced by
the Thermal Imager Program will provide passive imaging equipment for improved surveillance, target detection,
target tracking, and target assessment. The program will make maximum use of existing or new production
military equipment when available or, alternately, commercial systems. The program will be conducted in a
phased approach, the first to integrate the Low Cost Uncooled Sensor Program (LOCUSP) imagers into common
physical security applications for Closed Circuit Television (CCTV) equipment. The second phase will apply
LOCUSP imagers to development systems such as the Mobile Intrusion Detection and Assessment System
(MIDAS). A P3I approach to production and product upgrades will be applied to the program. This program will
incorporate the follow-on development effort for the DNA MIDAS project.

STATUS AND SCHEDUU: This is a new program. Documentation will be pr-pared in FY92 for a system
integration and production contract which is scheduled to be awarded in FY93. DT&E and OT&E will be
conducted as major subsystems become ready. Initial Operational Capability (IOC) for the CCTV application is
projected for FY93. I
PRODUCTION PLANNING: To be accomplished during FSD.

PROBLEMS: None. I
I
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RDT&E3 USAF BISS ELECTRONIC ENGAGEMENT SYSTEMS (ESS)

GENERAL DESCRIPTION: This program responds to the operational need for a force on force training system
for use by personnel who perform physical security duties for the Air Force. The requirement for this system is
expressed in the "Operations Concept for Integrated Tactical Security System," 21 Feb 1990. This is a training
system based on, the DNA Tactical Engagement Simulation System (TESS) project. The ESS equipment is based
on an eye-safe Class I laser optical device. It provides significant performance improvements over the presently
used MILES system. The system simulates tactical engagement against adversaries. ESS will provide instant
casualty notification, the ability to determine who shot whom and the time of the event. The equipment will
provide the capability to include personnel and fixed emplacements in exercises. Remote reset capability of ESS3 equipment is also provided.

STATUS AND SCHEDULE: This is a new program. In FY91, a small effort was completed to compare TESS
with commercially available systems. The results will be reviewed by users. The remainder of the project schedule
will be determined by the results of the review. Based on the review recommendations, an acquisition project will
be initiated in FY92 to procure either the TESS equipment or a commercial system with the best match to the3 operational requirement.

PRODUCTION PLANNING: To be accomplished as a part of FY92 acquisition effort.

SPROBLEMS: None.
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RDT&E
USAF BISS AIRBORNE DETECTION SYSTEM (ADS)

GENERAL DESCRUTION: This is a system which is capable of detecting airborne, low radar cross section
targets advancing on sites and facilities in which it is operating. The system must detect ultralight aircraft, hang-
gliders, para- sails and parachutists and provide at least 30 seconds warning time. The system must be man
portable, operate in the full military exterior environment, and provide for remote monitoring capability.

STATUS AND SCHEDULE: A full-scale development project is scheduled to begin in FY95. It is anticipated that
the development program will consist of systems integration effort which concentrates on fusion of NDI military
or commercial components.

PRODUCTION PLANNING: To be accomplished during FSD.

PROBLEMS: None



I
I
I
I
I
I
*

0
H 0I
~ H

* Co

I U) U)

0
U 5.4 0
H H C.)
U)

* ~4

I
I
I
I
I
I
I
I



0- qw Dto r- " - ~ 00 0D C
-. j 03 Oq ' o a 00 0poa Oo % -4 w 0% to to I,-

CD CD .0. r- C CIr CDC OLAr C D

Chh 0o O L > C

#0*LA LA

>. LA CD0 0 C0

>. m CD0 0 C0

C%~ ON m. D 0 C0
-W -D 0 CD0 0 C0

Ln V)) CD 0% 0 C C
PC. La. 4 'D0.010 Q 'CDIqL

660

.0 40 0

0-0 0-%0-0

O'bJ LA LA 0J 0

4c~~ 0i 0

0~C LAJ O- '0
JA 0iJ -J -L I-- -j 0 0

<. La.. = -- LA =

LA -z L :zL J V -iL--
*. CD = <

=' :5J LL L
A z J C,- =O %Ot I--o mOt tot LD.) = .1 1010

>. = V) LJV L ) V ) L -
0 Q W = >~- > - w <Z 5V)< V L LJ n n ) pu

C LA (4D 4 U)-



o ~ co - -

0 t
CA

z
z -6

UI.

tnz

tZ U;

- U- <

Q. 0 0 &
LD-

((A

J
XA LJ 0L



IC
I~ 0l 0l 0 ~

I- 0 - 0 %;

4oJ ONb

CD LnA..

0NUl LAi C% el

c~ LOLA.. L L

)I- 0 0 CD J r..

L.J

CA mi. C J (co ro
31-J

<e- C LA) Ln LO

w 0 1 CA C> t 4 1

I- C.D

0.. 0v

I LU 0

Z1. Ln -- I

La. L) 0.0- < 0V) u~--

IC 0.- Ln ~y



Coi CJ tD Ln U

-9 0 0
C- -9

-4"

Cl C

t) 0. 0n to

La e% n CJ (r) o

CJ 0n m. C)-W 0d

Lni '.0 '.040 m
Li - CJ C J

P-l it) M 0ON

L&.J.L

-~~ N t)0
U. 4:z0 ~ r'

0%o -- 00 w~ in i
-' Q_ X C <.

F- ar X:C

<, -.=9Lj < j u ~

-- 4 C .. ~



CI C

CD Cu C> r-at cm to Co 0O 0 Oo co

ot co CD. ..4 N 0

to. Ln 0 0

z Cu

ew a~Cu

%00 C u w t

tot Sn u

a] u

< to to a

=~ 0. Lto Sn00 (.)
Cuo 0 -- C

Q.I~ :VD 0 0u



o % 
%5 q

A U, 1

A Ch D

cy L.

w

)I- 4 i QqI

LII

0 0 0

= CJ CJ C%

w I. - c . V

t , - = W ;

. . . .



- to Lc) c3Uen t

ON - Y -
LO 0 0 Ln Un

0% 3IN Ln - -

Ln cm tOO 4m DCL 7m 0 I"to

z CA
0.- 66.

z

w i

w i .

to w t

-J~ci

0~"I

W .j
1- M ~ MW M V,



o o U) - - -w

)I InQ Cp I )

a.% CD 0 0N
C%. 0D C Ln In

U. i CI * * I
-J 661

-jC4 C'. CJ

CA -l 01 I n In

Inl Ln t-

A. I
ow - 1

CA ;I-

cc U;kU. k

.j 0

Cp* I



Go qw

z 6
0

LI
"4j >.I6
0n

I w

LA.

&.

Liw

ILLJZ 2!: Ldo

L Uj E z 0 0
<-

I - Li,



cl

o* Coj a% Co 0> 0 -

= *. C D Q -o a

a% a C>) Co~

0* 0 0o 0- 0--0

to cD LO

cLJ 0'

=~ C%jCC Q

0

oo co
C94

00

cc L" co'N.0 Ln m,

9- 0 0

LAJ2
z <

IA <~ W- - I .-

om L-. *r co *) LL *

2!

> 2 I)C7 =x f- < LJ >
V) (AV) u CL - (a (-I



I"
I0 CJ 0 m0

- ID D m>-C- 0e.a

* r-c MD

L#7 Q v

0D 0
on O 9 o h

- I- C4

m CD

L6- )I * ~

21-

L6LIa
vi LA 6

CD oIL
cc 'AJ

ILa

- ID-V.0LA

V) UD = > (DL
(.n m :

cmow

L)J CD6 ) mV

I =0
LLJLn ~ jLAJ p-> -

= z -j LJ m - O(A z LI ) U

0 V)X -X -u
L6-- LAJ ID C4L (n6

I i> - U !



(D ) 0 0) Q
on o

- C4 -4 4

01 0 0 0 0

4^l co CQ 0--

0r 0 0- 0 0.

1 C% to 0 ON

&I.I CJ 0 0O

c o

I"J a% to co

co coc~

Ch-c
U..o w &M qw c

6wl z % C.J
V) -4"

LLLn

~ e."i

Ln

z )j CLA co

0 L",~J



- m to m~J %

-I-

3- C- 9

oc to
0- 661

00

-, ~c to -E* t

CA ON .0

0 0- L61~

to t

0 (A

0 -o 0

- 66 , co c *

0L
0 0

0o V) 0 rwL

- 0 *

to - iL

-- mJ LI. "InLi L
cc. < nL ow .

v -; P



C*.j m
41I

0

.j z'

CLC

LJ0 
1 o> ->

C7 LL LL L.

aa)
IVI

a. 4 .1 + .

al CIO

A EU 'A 41 4- .

0. 41 a) a a

L. 1
S C L.)p-



z Li-l > ->- e.- >- >-
La- LA L. o.o- U- L- LL A-

4- cua )-

S- S-m ) .)

r_ C. >- .).o~ ~ U- U -V~ ~
4.) S. - 0 - 0) c r_

S. S- k4- .- f Cm C

a) o ~ 0 L ( .61 ) a)

o S-- to- 0.- cmO c m

0) 'U 'U- 04- - 0 r_ c. . .~t ' -

I e j E tv 4-

-L -I-) = ) +hS4( L

< . E = r_ a - 0)4) L o Ij

22 -

V)-

a1 LniX

V) ) cz I

..- Li] >- u-L]
z W. Cuj

0- W ) > i 0 .
W.. L n -0 0

>I On L#n Li]) 0 CW. w (

0I- U
22 < IMV 4f

II



z

o 1 
%

0U.. u. LL. LA-

UJi L&J LA U

cz w

S-1

z 0n -j

~-v)

L >W 1 w - C'

w) L)

tot))

IEI
66JO

I' Z LA - -- j J )

0 -. M 0n r 0.

W i (4 UJ) CL

U-U



tn-0IL

~La
0-i

E Ln4

4 ."

Ec -*

C5,

-4

Im
IV



LLU

o 1
"J P-

LO M

I Uj
0 IV

EU I

wi 0

A.

z em
~~wwt I-L.D

EL

0M

0IV



IDC
cn Ln

C5 F.. O O

Lai -j I-

(n L.) 0L CD

=a L.) 0L v I

C rxL&J IjJi

0 = AJ CC

H - La Cl- -0

LLJrL A- C) 0

0LLJ i

U, OJ L.
uz Cl- CO -

Lii. '-DLL .0 O> i-< i

I- ~ LLJ C

LLJ .- J - L L JI. V
I ~ C 4.i Li i c

-JzJ
_j z i =

oU V Lii 0 . L.)

W I~~L - 1IIM--

W :- LL I-- -

I-.b.4 <

= < a - V)Li

-J ~ ~ t -UJLi iI~ (n Li.i-4 J
-j V)~

E 0

S.4
tm 0.

I v
4) V) 0)
4JS.I1$

IF



LJ

z -WJ

L J

Lii

w MOM
<d
CD >-

z i CD

ui
V)J

cm 0

mf.L



II

I CIS

I~ LU

S. c-

-0 I
oz 0



CD LLI
LJ

LJ

LLJ

L- I
Dj

*0 I
+j&

I--

< = VI

L~~J~r- LJJn
C5.c

-

w-~ w u

b" cL j U. L&

- C.D01

ui u- oj

:ONz

tzc

) )n
- J

o ~ L~t -



I L1J0C.D

>0

6-4 -

I I m I--

cr-

zo V3M 0-4L

0

w -- 5 <
<

wb-

LLA

II
uC

Ez V
m D .4

0.

~L&)=I
I o



-J

CU

CL.LiJ

CD

LAJ L J

CD CL V

&A L&&J<

LLJ L&J =)

0- t

CD LaJ-

CD =

I-J I
L.J V) CD

CD - (A-

oL LJ.E

V)J LLJ LA

C I

z0



V) LLJ

-

6A~( (AD L

0-40

zo 0

L&JUJ

-oz

z LJLL

0 LAJ 2: AJ

(A -JLA J

z(A co 2

ZL J -)
-i U

-A LL lp(

LAo

CD. La.1I-0

- CL

(A tm uooz
-1 1. c L~



LIJ

< -J

LAJ

'-4 L

<-C

Li)

LWU

Z~Ln

0-
I -

JLi m- LUJ

Li,

-j. 
U-

CA LiU

.1 JZL .,
La.0

01-

I- = CU

0 Ui LUU
CL~

>-. LUo Y -j
=LUL

Z 0

'C Col 0

pCia



LjAJ

I 3-
-4

0

oi cI 0
W I-

1 UO
LU

cn
V))

CA

a~m u



L&J

I-J -i ~

0- 0

LLJ D O

V) V)Z
-I-LiJ _.j

0 C

=L LaJ

a. C ~#LLJ

(A L ) V

I.- ~ ~ C (A~~LL

L&J 
U

CA V)-~>

z > - LaiZ 0-I
-j I-- ceL

W- CLV) co V)a. LJ.
0'1 (A V) Ln- = U 3

IU L .i <L a)LJJ

a.L

Si Z; = L- I

I-0 a.)- uj0 -j
on -i 3 a-
W < 3c~

Lai =JW0

IVI
41 -a

to S zI



0 V)

0

C-

V) -j

L)Li-

-I I-

o.

-I L J

1.-0 0 LUJ

Lj-

031

LJz

Ic <
aI-F

(-) LiJ <

OT L U
I-L

V) CD

1 .1 ~ L a

< LAJ LAJ o-

CL

*M u
LIVI. s 0.
so- V 0



LLI

(A I
V)-

LaJ

c0
L)*

IEI
z C

0 (A)

C:) I
0 CL 0.

L..

0~ -J

in z) I) I
IV0



wIc
I -
I-S.

=I
wI

u) 0 CL

'4-

U,-

=, 4,E 0 >-
0)l

-j 0

.p- r-0IO

~z S- *- 3.0 Ef

(1) 0 0

IA. 0 (A M0

S-- a 0'"

CL

Kc C

4. 0

r to~

It



a" SI
cI

>1I
cn 0 I

S. VI

IEI
u > 0)

S- 0 "0
Ls.

E)0

IVL



US

I(
I-4
IE

9a,.
Cr

aS-

> o
0. C>

u. 0

C
0 r

4 ~ ty WO

E04 .- 4

4-h- cc

910

Cr 0

C S~n4 S.



M4U

ton

4JJ I-W LC)t

4) 0 a 0.

CL ~cc
S0M -) M

4 0n

z w*0 a~

r- .- oo

c im I
0' ej 0. 4-j (

4) ~ '4- (A

1.41

.. CII I
Al11



I

C2.
E

S.4-. O X 0)
0 x. .J u

a) a" S- 0

410

C-. 4) S- CD .. (n

z -OC C--

0)0.u u

S.- 0 -, .,---

IS F r_ 41-_ S- c

" 0 . -
,. . cm 0

. 0 M - (A .0
C)- . ..-

W~: 4 1 -
wou0 cc- UfCJS-

w 06 39 4 4-

-j S - 0

w () - C L O~ 0

0IC*- 0) .,- E

P..4 IV .C
Li S - )(3~~S 0a' a) On.-

I" >
u 0c a0 C

o
•) 6 4)eI C
4-.



CL SI
. 0 1

CA

(A .9- 0o
9z~ 0.

E I0
go) C
S- 0V

0 a
tv C..-

0. z. to~0 I
a s

L~I~ 4.) 9

.9-C C.

1.u L-W



IX

IL
I7

z 0.

LL..

LAJ 0

m aE
Lai ~ S.- CA -

Iro- o u
z M'4-L >-R

00
w cu r_~

CC

41

I IV
0 '.4-0



.a LL.

-ou

~t

I-oeto ) IV.
z~ Cc - E)

Lij - a)S- t-
I.- liS- o

=. .J vo

V) m v-
-jz .- I

w a m4-

L&J 0)o-a

uu~

00

E* 00E

U-.

-(A a 5 L-06
CC

-Fee
~r~h.J.61

1- 1-*u leI
~~4Eu 0.r-



I "" Apr Y.

I Program Name: ADV ENTRY CONTROL SYSTEM

U Service Priority 1.20

Strategic Value of Asset 1.00

I Threat Level i.00

Asset Vulnerability 1.00

Joint Service Operational Requirement Pending Approval

U Single Service Operational Requirement Approved

Tentative Operational Requirtment Approved

I Acquisition Commitment ONE :ervice only

Item Category Nondevelopmental Item

Previous RDT&E Cont nue

I DOD 6.3/m.4 Costs to Date 2470
Funds Requested this FY 2615
Follow-on RDT&E Costs 3628

I Total 8713

Acqusition Quantity 34

Unit Acquisition Cost 858000

I Years to Complete RDT&E 3.00

Probability of Success 99.00

I Technical Risk 0.01

I DOD Value: 77.93

I FY 6.3 Funding 6.4 Funding Total
1990
1991
1992
1993
1994

I Totals

I -page 1 -

I



Program Name, THERMAL MA3ER SYSTEM. I
Service Priority 1,40

Strategic Value of Ass-,t 1,30

Threat Level 1.56

Asst.t Vulnerability 1.36

Jo.-t Service Operational Requirement Pendin8 Approval

Sin.le Service Operational Requirement Pending Approval

Ter ative Operational Reqjlrement Pending Approval

Ac, iisition Commitment TWO or more services

Ite.. Category Nondevelopmenta] Item

Pre ious RDT&E Continue

DOD 6.3/6.4 Costs to Date )
Funis Requested this FY 516
Follow-on RDT&E Costs 14651

Totn l 15167

Acq_,isition Quantity 36

Unit Acquisition Cost 110000

Years to Complete TDT&E 8.00

Probability of Success 80,00

Technical Risk 20.00

DOD Value: 66.43

FY 6.3 Funding 6,4 Funding Total
1990

1991
1992
1993
1994

Totalz

- pate 2- -



Program Name: DISPERSED INTEG SEC SYS

I Service Priority 1.30

Strategic Value Df Asset 1.30

I Threat Level 1.00

i Asset Vulnerability 1.00

Joint Service Operational Requirement Pending Approval

I Single Service Operational Requirement Pending Approval

Tentative Operational Requirement Pending Approval

I Acquisition Commitment ONE service only

Item Cate.ory Nondevelopmental Ite m

Previous RDT&E Continue

I DOD 6.3/6.4 Costsz to Date 275
Funds Requested this FY 1759
Follow-on RDT&E Costz 9272

I Total 11306

Acquisition Quantity 992

Unit Acquisition Cost 15000

I Years to Cornoletc RDT&E 6.00

Probabilit.atv ,,f Succesz 90.00

I Technical Ri:-k 10.00

I DOD Value: 55

I FY C, 3 Funding 6.4 Funding Total
1990 0
I991

I ] 992
1993
1994
-----------.--------------------------------------

* Totals

I page 3 -

I _



Froram Name: ELECTRONIC ENGAGEMENT SYS

Service Priority 2.00

Strategic Value of Asset 1.80

Threat Leve: 1..80

As.-et. Vulne-abi.litv 2.00

Joint Service Operational Reqi.rement Fending Approval I
Single Service Operational Requirement Pending Approval

Tent-ative Operational Requirement Pending Approval

Acq,-.zition Commitment TWO or more services

Ite.,i Category Nondevelopmental Item

Pre,;iou-- RDT&E Continue I
DOD 6,3/06.4 Cowt~s to Date 0
FunIs Requested this FY 0 I
Fol'ow-or) RDT&E Costs 646

-------------------------- --------------------------------------
Total 646 3
Acqui:sition Qu-nti ty 688

Unit Acqu~sition Cost 5000 I
Years to Complete RDT&E 1.00

Probability of Success Q9.rO

Technical Risk 1.00

DOD Value: )3.L 7

FY 6.3 Fundirg 6.," Funn.; Total
1990
1991
1992
1993
1994

- - - --t- - -

- j C5~g d



I Program Name: STAND & SMALL ANNUN

I Service Priority 1.00

Strategic Value of Asset 1.00

I Threat Level 2.00

Asset Vulnerability 1.00

I Joint Service Operational Requirement Not Applicable

I Single Service Operationatl Requirement Approved

Tentative Operational Requirement Approved

E Acquisition Commtment ONE service only

Item Category Developm'.ntal Item

I Previous RDT&E Continue

I DOD 6,3/6.4 Costs to Date 2430
Funds Requested this FY 910
Follow-on ,rDT&E Costs 0

U Total 3320

Acquisition Quantity 9

I Unit Acquisition Cost 257000

U Years to Complete RDT&F 1.00

Probabil ty of .uccess 100.00

I Technical R,: 0.00

I DOD Value: 033.62

FY .,,. Funding 6.4 Funding Total
1990
1991

I~ ±93

1994

E Totals

page 5

U



Program Name. AIRBORNE D:,TECTION SYS I

Service }'riority 2.20

Strategic Value of Asset 1.30

Threat Level 1.30 1
Asset Vulnerability 1. 30

.cint Service Operational Requiremen4  -'ending Approval

S:ingle Service Operation-C Requiremerf Approved

Tentative Operational Requaremenrt Approved

Acquisition Commitment ONE service only I
"tem Category Developmental Item

J'rev2.ous R)T&E New

1104r, 6.3/6.4 Costs to Date 0
Funds Requested this FY 0
Follow-on RDT&E Costs 7114

' ,tal 7114 I
Acquisition Quantity 0

Unit Acqui:5itior Cozt

Yoars to '>mplete RD'T&E 4.00 1
!robabi1i+,y' of Success 85.00

Technlcal Risk 15.00

DOD Value:

FY 6.. Finding 6.4 Fundin- Total

1990
199140

1993

199o3a

Tot alis I

I



Program Name: AIRCRAFT EMBEDDED SEC SYS

I Service Priority 3.00

Strategic Value of Asset 2.00

I Threat Level 1.90

i Asset Vulnerability 1.80

Joint Service Operational Requirement Pending Approval

I S trigle Servj,.!e Opera l,ir-i- Requiremer t Fending Apprcval.

Tentative ( perit+.iona] Requli'emnt Pendn ig Approvlal

I Acquisition Como, tnment NONE

Item Cateory Nc'ndevei':pnienital Item

I Previous R[DT&E New

I DOD 6.3/6.4 Cost to r,;ti.# 0
Funds Requested -his FY 0
Follow-on RDT&E ,"osts 6048

Total 6048

Acquis it ioy. Q,.ar,' i ~y

Unriit Acu.:ti "3 ost

I Years to C,.,niplt4,. RDT&E 4.00

Probabilit: of ',.:,cess 90.00

I Technical E'sik 10.00

I DOD VaIue:

I FY 0.3 Funding -5.4 Funduzg Total
1990
'991

i i-92
!99Z

1994

I Totals.

- page 7-

I



Program Name: BASE AND INSTALLATION ECS

Service Priority 2.90

Strategic Value of Asset 2.00

Threat Level 2.50

Asset Vulnerabilt,.',y 2.50

J,;,Tt Service Opcrationai Requirement Tending Approval I
Single Service Opeirational Requirement !'ending Approval I
Tentative Operational Requirement lendin$ Approval

Acqu.'±ition Comnlw nent ONE serv: only

Item Caegory Nondevelopmental Item

Previous RDT&E New I
DOD 6.3/6.4 Costs to Date 0
Funds Requested this FY 0 I
Follow-on RDT&E Costs 841

Total 841

Acquisition Quantity

Unit, Acquisition Cost I
YeArc.. -1- Complete RDT&E 2.00

rrc, bability c," Success 50.00

Technical Riszk 80,00

DOD Value:

:7Y 6.3 Funding 6.4 Funding Total
1990
1991
1992

1994

Total s'

- pa~e 6 - I

I
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FY-1992 PRIORITIZATION LIST

16 April 1991

PRIORITY PROJECT BENEFITS FUNDS ($K)

JOINT/MULTI-SERVICE/CONTINUING SERVICE PROGRAMS

1 ACTIVE DENIAL AF/A/N/MC 1,623

2 PASSIVE MILLIMETER. WAVE N/A/AF/MC 556

3 SWIMMER IDENTIFICATION N 556

4 SONIC DENIAL A/AF/N 356

F WATERSIDE LIGHTWEIGHT BARRIER N 266

6 SHALLOW WATER INTRUSION
DETECTION SYSTEM N 540

SERVICE NEW STARTS

7 REMOTE SENSOR TEST DEVICE A/AF/N/MC 100

8 IDAS/FLIGHT LINE SECURITY AF/A/N/MC 260

9 NON-HARDWIRE/NON-RF DATA LINK A/AF/N 170

10 ADVANCED THERMAL IMAGERY/
FOCAL PLANE ARRAY AF/N/A 500

11 THERMAL IMAGERY/CCTV

REPLACEMENT AF/N/A 300

12 IDS FROM MOVING PLATFORA A/AF 650

13 LASER DENIAL AF/A 630

14 MODELING FOR PERSONNEL
VERIFICATION AF/A 200

TOTAL 6.2 FUNDS PROGRAMMED 6,707
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